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> Phishing: Spearphishing
Attachment
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Initial Access
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> User Execution: Malicious File [SEEgRgFlIX [iF]

> User Execution: Malicious Link gyl ZX]

> Non-Standard Port
Command &

Control

» Application Layer Protocal:

Web Protocols bl

Defense
Evasion

> Obfuscated Files or Informa-

N - v g
tion: Command Obfuscation U )

Defense
Evasion

> Indicator Removal on Host:

Clear Command History v TH70.003

02

I
03

04

> Command and Scripting
Interpreter: PowerShell

Privilege
Escalation

> Abuse Elevation Control Mecha-|

v .
nism: Bypass User Account U

Defense
Evasion

> Impair Defenses: Disable or
Modify Tools

05

06

~ T1562.001

Command &
Control

~ TI0S

> Ingres Tool Transfer

Defense
Evasion

> Masquerading: Match Legiti-

mate Name or Location ~ TI036.005

Not detectable . No detection

» Data Staged: Local Data
Staging

o

08

l

Command &
09 e

» System Information
Discovery

> Scheduled Task/Job:
Scheduled Task

» System Owner/User Discovery

Discovery

» System Network Connections
Discovery

> Command and Scripting

o [
Command &
N
Defense > Aecess Token Manipulation:
Evasion

Create Process with Token
Collection

» Credentials from Password
Stores.

> Data from Local System

» Data Staged: Local Data
Staging

> Video Capture

> Audio Capture

» Screen Capture

> Data Staged: Local Data

Staging ~ Ti047.001

> Archive Collected Data:

v T1053.005 Archive via Utility

~ T1560.001

> Exfiltration Over Alternative
Protocal: Exfiltration Over
Symmetric Encrypted Non-C2
Protocol

+ THOS

v Tiog2

I|3

Lateral

v Ti033 > Lateral Tool Transfer + TIST0

Movement

Defense
15

> Remote Services:

SMB/Windows Admin Shares [ MRGARAG

> Indicator Removal on
Host: File Deletion

v TI059.001

v oS

v TI34.002

v TI555

v TIS60.001

v 25
v 23
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. General detection . Tactic/Technique detection
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Padvish:
Results Attack 02
> Phishing: Spearphishing e
(1) I Initial Access it + TI566.001 02 > Service Stop v Tig9 05 > Data Encrypted for Impact « 486
3 User Execution: Malicious File [IRVARRFIV NP3 l“;"\‘”‘ . | Execution > Native AP (only Variant 2) v Moe
e 03 Defense > Virtualization/Sandbox G T
Evasion Evasion: System Checks . e Y
» User Execution: Malicious Link [JRVZRIFIVI] l:;*:”:”:;"”"‘“ |
> Defacement: Internal
Defense > Obfuscated Files or Informa- RGNS 04 > Debugger Evasion v Ti622 .
Evasion ‘tion: Command Obfuscation = o Evasion elemetry I
» Non-Standard Port v 5 1“‘::: . 07 > Inhibit System Recovery v T1490
elome
Command & U
a

Control

> Application Layer Protocol:
Web Protocols

T
~ TI071.001

Not detectable . No detection . General detection . Tactic/Technique detection

Padvish XDR demonstrated strong coverage in Scenario 2, effectively monitoring the attack
from the initial access to the final encryption and system impact phases.
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Padvish:
Results Attack 03

2 Phishing: Spearphishing

(0] initial Access  JRtmankoN

> User Execution: Malicious File

Command &

> Non-Standard Port

Control
> Application Layer Protocol:

Web Protocols

~ T1566.001

+ T1204.002

v TISTI

~ TI0T1.001

General
Telemetry

Tactic
Teleme

> Process Discovery v TI05T

> System Network Connections

Y v TI049
Discovery

v Ti007

» System Service Discovery

> Network Share Discovery v T35

> Modify Registry

> Hijack Execution Flow: DLL

v T2

 TI574.001

v TI003

Credential - B
08 » 05 Credential Dumping

» Remote Services: Remote
Desktop Protocol

09

v TI087

* Account Discovery
Defense
Evasion

Tactic|Te
Telemetry

» Indicator Removal on Host:

v X
Clear Command History UL

02

03

Lateral
Movement

* Valid Accounts: Domain

ML Accounts

» Permission Groups Discovery

> Event Triggered Execution:
Component Object Model
Hijacking

» Remote Services:
'SMB/Windows Admin Shares

> Ingres Tool Transfer
Control
» Create or Modify System
Process: Windows Service

> Non-Standard Port

» System Network Configuration

v TI546.015 B

Persistence v TI016

Command &
Control

> Remote Access Software v n219 » Query Registry v Tioi2 v TIOS

v Ti518

» Software Discovery

06 B
> Abuse Elevation Control
:;lc:i::gi:n Mechanism: Bypass User
Account Control

chnique

04

> Process Discovery v TI057

v TIST
Command &
Control

> Software Discovery: Security
Software Discovery

~ T1518.001

Discovery
» Application Layer Protocol:
Web Protocols v TI071.001

+ Ti083

v T1548.002 |

> File and Directory Discovery

Defense
Evasion

> Impair Defenses: Disable or
Modify Tools

Not detectable . No detection . General detection . Tactic/Technique detection
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